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_____________

PHOTO:  A German reads the “Bild” 
newspaper in Bremen, Germany, 25 
October 2006. Bild shows pictures of 
German ISAF soldiers posing with 
a skull and making obscene ges-
tures in Afghanistan. Headline reads: 
“Bundeswehr scandal in Afghanistan–
Shocking photos of German soldiers.” 
(AP Photo/Joerg Sarbach)

ARMED FORCES all over the world are struggling to come to grips with 

1991, many journalists still used typewriters, and only the large television 

networks could afford clunky satellite phones; today, slim cell phones are the 

norm for journalists, soldiers, and even civilians in most war zones. About 

1 

alone publish approximately 1,700 blogs on the Internet, and civilians in 

war zones publish a fair number of online diaries as well.2 During General 

Norman Schwarzkopf’s war, CNN and the BBC were the only providers of 

includes recordings of executions, improvised explosive device attacks, and 

snipings, and the material is available to anyone with a computer, anywhere. 

and dangerous, this article will examine some of the German Army’s recent 

who make policy, war, and news; and put the new media’s effects into their 

proper contexts. It will also look at the new technology’s positive aspects 

and suggest how to deal with the new realities. 

Taking Hits
Bild, Germany’s most popular daily newspaper, pub

3

German soldiers in Afghanistan posing with bleached human skulls, exhibit

ing them as souvenirs and hood ornaments. In a particularly egregious one, a 

hit political Berlin like a bomb explosion. Chancellor Angela Merkel said the 

Army’s 

4 Army and Germany’s federal attorney 
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of the most embarrassing scandals the Bundeswehr 
(Federal Defense Force) ever had to face.

More was to come. On 13 April 2007, Der Stern, 

one of the country’s largest weekly papers, broke 

another story.5

instructor telling the soldier to imagine hostile blacks 

obscenity several times in English between bursts. 

Der Stern’s hugely popular website, stern.de, ran an 

embedded, ready to play with one mouse click.  

Aired on German national television on Saturday, 15 

German Defense Ministry described the video as 

“completely unacceptable.”7 German Foreign Minis

a mission to New York City, where the Reverend Al 

intervene in the affair.8

then overshadowed the story.)

Not long before this incident, on 10 March 2007, 

another video had appeared on the Internet. In 

group, the Arrows of Righteousness, paraded two 

hostages before the camera and threatened to kill 

them unless all German troops withdrew from 

Afghanistan within ten days.9

home. After hearing the video’s demands, the 

German government said it would not submit to 

blackmail, and, on 17 March, Germany’s president 

took the unusual step of addressing the kidnappers 

in a video message of his own.10 In reply, the Arrows 

forum, extending the ultimatum for withdrawal by 

10 days.11 In the video, weeping and begging the 

“Germany was safe before it allied with America 

in this devilish alliance against what is called ter

rorism.” As this article goes to press, the Foreign 

Setting Trends 

and are in no way indicative of the Bundeswehr’s 

high professional standards. Yet the three incidents 

military operations and even the perception of 

First, the new media environment is ubiquitous. 

It’s not under control, and it’s nearly impossible to 

control. Enlisted soldiers tape digital cameras to their 

tanks’ armor, record incoming close air support, and 

sometimes with three camera teams from different 

angles, cut the material into short clips, and distribute 

the resulting propaganda in forums. For German 

soldiers in the presently calmer northern part of 

to come by, so the most popular Internet postings are 

by a German soldier in Afghanistan by writing: 

sure you’d be good at it. At least you won’t have to 

resort to ridiculous posing shots.”12 

action, the stress and strain on its service members 

will rise, and publishing on the Internet will then 

become a way to deal with that pressure. “You have 

two choices—take a valium, or start a blog,” wrote 

civil war in her country.13 IED attacks create tremen

dous psychological pressure. In May 2007, approxi

year, were viewed about one million times.14 Mathis 

Feldhoff, a senior journalist at Zweites Deutsches 
Fernsehen

the Bundeswehr in the future.15
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Second, user-generated content, like a telephone 

and often emotional.

the escalating revolt through a “civil truce,” he 

thought he would be able “to speak in the name of 

with resignation, “Passion carries everything before 

it. One has to come here to understand.”  In today’s 

new media environment, one no longer has to go 

there to understand. Many media products arouse 

created an impressive video compilation of IED and 

ordnance explosions set to the music of AC/DC’s 

timed the explosions so that the rock group’s drum

beats were coordinated with the detonations.17 

Some insurgent media organizations use even more 

available for download in formats that enable mobile 

phone users to view them on their cell phone screens. 

Some commentary left on militant forums, such as 

ous, emotionally intense, full of religious rhetoric, 

and appeals to audiences with little access to other 

news. In such Islamic forums, the culture of online 

participation is as well developed as in American 

generated content goes beyond that of a telephone 

conversation: it is public, illustrated, and archived.

the old media increasingly use the new 
media. Although online videos are certainly better 

targeted and can more easily be viewed on demand 

a small number compared to the number of viewers 

uploaded clips remain largely unnoticed by the broad 

public—unless, that is, the mainstream media pick 

Marc Obenland, a corporal and computer specialist 

online that captured the stressful nature of deploy

ment.18 Feldhoff found it when he researched his 

report, and then contacted the corporal. 

Fourth, the publication of such material on the Inter-
net can create news value, even if the event occurred in 
the past or its factual basis is unclear. Many believe 

that newsworthy events must be fresh and accurate, 

affair, the racism video, and the Abu Ghraib torture 

scandal came long after the events occurred. Arab 

on 11 April 2007, it broadcast an interview with a 

(IAI), a terrorist group that had carried out several 

aired an IAI propaganda video of sniper attacks on 

Soldiers, complete with Islamic martial music, 

the group’s logo, and a reference to its website, iaisite.

info, thus making the group’s propaganda available 

to A 19

date, origin, and accuracy remain unknown—and are 

irrelevant for the video’s immediate impact.

Fifth, user-generated content can have a strategic 
effect. In the above instances, the actions of enlisted 

soldiers and a previously unknown militant group 

had a strategic impact on a national debate. Our 

adversaries will continue to use their own media 

outlets to break the political will of democracies. 

Bundeswehr’s operations command and responsible 

for all German overseas operations.20 

If, as Clausewitz wrote, war is an act of force to 

compel the enemy to obey one’s will, then Internet 

they bypass the use of military force entirely and 

directly attack the government and the people, two 

elements of the Prussian theorist’s famous trinity. In 

response, to calm the public’s outrage after a highly 

like beheading is a possible escalation scenario, 

the foreign minister or even the president is often 

forced to step in, thereby unintentionally acting in 

the kidnappers’ interest.

If, as Clausewitz wrote, war 
is an act of force to compel 

the enemy to obey one’s will, 
then Internet propaganda 

videos are particularly  
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The New Media Embedded

relevant contexts. Although available technologies 

and new media consumption patterns are largely 

identical worldwide, the political, military, and 

allies. Again, Germany offers an illustrative case.

tion in public discourse is that the use of military 

force is morally problematical: Germans believe 

that because their country’s militarism wreaked 

havoc in the past, they had better be careful about 

using the army. German stabilization operations and 

Afghanistan are already pushing the public’s toler

ance of military operations to the limit; the very idea 

of Kampfeinsatz, or combat operations, is a politi

one of the most debated foreign policy decisions in 

2007: more than 4,000 newspaper articles have been 

sued the government in Germany’s Supreme Court 

for breaking international law. One of the govern

ment’s major lines of defense was that the aircraft 

would “only” do reconnaissance; they would not 

wrote below a video of German ground troops serv

ing in Afghanistan: “[I hope] your government lets 

you off the leash so you can go south”—but that 

scenario remains highly unlikely.21 

armed overseas operation in Somalia in 1993, and 

many respects. More than 7,500 troops are currently 

serving their country abroad. Yet German soldiers 

have not participated in major ground combat 

military leaders have had few opportunities to learn 

from crises and to adjust their routines and proce

dures, particularly in public affairs—an activity that 

America’s military leaders had to learn the hard way 

that shutting out the media in Grenada, Panama, and 

22 

tell the factual story—good or bad—before others 

seed the media with disinformation and distortions 

as they most certainly will continue to do,” said a 

November 2002 message from the Chairman of the 

23

the Pentagon delegated release authority for news to 

the lowest possible level and advised commanders 

to “approach these decisions with a ‘why not’ rather 

24

affairs leaders focus more on the minister’s personal 

image than on the Bundeswehr’s. One former public 

intense combat operations, with friendly casualties 

and killed enemy combatants, the ministry might 

snap back into a restrictive information policy.25 

Defense correspondents share this view. 

A widespread misunderstanding compounds the 

regard as a successful undertaking, has a rather bad 

allow embedded reporters to report freely and that 

restrictions on them go well beyond mere operational 

security. Such embedding, some argue, is not com

prohibits censorship.  Another argument says that 

the Bundeswehr’s public affairs policy is so good that 

the German army’s current press policy is indeed 

good, and some journalists do go on patrol with units, 

Finally, the policy’s positive side aspects should 

books and articles by formerly embedded journal

ists such as Michael Gordon (Cobra II
Ricks (Fiasco), Rick Atkinson (In the Company of 
Soldiers), and Mark Bowden (Blackhawk Down). 

badly they were initially executed politically and 

militarily—have educated the press corps in military 

matters, with the result that the Fourth Estate’s views 
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are taken very seriously today. Fiasco, for example, 
probably has received more attention in military 

circles than most doctrinal documents have.

program’s positive effects, the German press 

largely views it as a shrewd form of propaganda 

and censorship. For many European journalists, 

being embedded with military units means losing 

is akin to that of a soccer reporter who refuses to 

comment on a soccer game because he neither 

understands the rules of the game nor approves of 

have been embedded have a more nuanced view: 

they know the military better than their colleagues 

do, and hence write and speak about military affairs 

in a more knowledgeable way. Embedding more 

foreign reporters with units engaged in major opera

By contrast, with respect to the new media, there 

was number 17 on Germany’s most popular sites 

only one year later, and viewing is on a sharp upward 

past three months.27

com, the most popular French video site, increased 

28

is the world’s fourth most visited site, and MySpace 

29

devices is enhancing this trend. 

cerned about and even alienated by the spread of 

these new technologies and fear they are losing 

been socialized with the new media. Many discov

ered email, chat, text messaging, and podcasting 

read newspapers in hard copy as their main source 

“digital immigrants.”30 Many of today’s majors, 

captains, and lieutenants, however, and surely the 

enlisted ranks, are “digital natives.” For them, it 

subscribe to podcasts, read blogs, and post their 

comments and even videos online. 

Handling New Tools
Islamic militants, jihadis, and insurgents are usu

service providers to send out mass  messages using 

the Short Message Service. Sunni militant groups 

web is the “primary repository of the essential 

resources for sustaining the culture of terrorism,” 

Secretary of Defense for Public Diplomacy. On 3 

employs the Internet as an “operational tool” for a 

variety of organizational purposes, such as recruit

ment, fundraising, training, instruction, operational 

planning, and as a “virtual extremist madrassa.”31

manipulation of the new media. Clearly, the latter 

are more than just tools for external communica

tion, even though the most sophisticated armies 

too often still regard them as such. As they use 

the web, cell phones, and other new technology, 

insurgent groups have displayed characteristics that 

also develop: language skills, cultural and religious 

empathy, pragmatism, technological dexterity, and 

networked organizations.

use the new technology internally to make our 

believes that mobile phones and digital cameras are 

essential tools in reconstruction work. Say money 

from funding agencies is needed to rebuild a school 

photographs, instantly developed and shot around 

the country in seconds, can help involved organiza

tions prioritize tasks, prepare technically for the job, 

and get the resources to do the job. According to 

Brandstetter, prohibiting the use of digital cameras, 

cell phones, and similar devices is “entirely illusion

ary, and would not serve the purpose.”32

information about their work.33
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the Air Force then tried to emulate the Army’s success

across security agency boundaries.34 

Armies can also use the new media environment 

externally to meet new demands. For example, we 

should make use of blogs written by a growing 

times of scarce journalistic coverage, mainly due to 

should welcome milblogs as an additional—and 

credible as well as candid—perspective on their 

35 Other military units and services 

started similar channels. It remains to be seen how 

successful these experiments will be.

net sites to reach a local audience in the area of 

operations are other good possibilities. During the 

for local journalists, and they offered support for 

Currently, only a very small number of German 

milblogs exist; the phenomenon is most widespread 

ordered milbloggers to register their sites with their 

bloggers to “consult with their immediate supervi

ing or posting information in a public forum.”  

Not only is this level of control unrealistic, it is, 

ment embedded journalists received. Army Public 

overambitious regulation.37

Finally, we must not lose sight of the big picture. 

information and news during the cold war (which 

exist even in authoritarian systems that crack down 

welcome and support these developments. MR

The Internet and mobile 
phones have made it much 

communications monopolies.
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